
         

Reviewed February 2019, to be implemented by May 2019. Review 
due February 2020.Carers Trust is a registered charity in England and 
Wales (1145181) and in Scotland (SC042870). Registered as a 
company limited by guarantee in England and Wales No. 7697170.   
Registered office: 32-36 Loman Street, London SE1 0EH. 
Crossroads Care trade mark is a collective mark. © Carers Trust 2019 
 

 

 

 

D05a 

Confidentiality and disclosure policy 
This document is provided to Crossroads Care Hertfordshire North (now referred to as ‘the 
organisation’) as a Network Partner of Carers Trust. 
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1.0 SCOPE 
1.1 This policy (D11a), accompanying procedure for managers (D11b), guidance for staff (D11c) 
and guidance for volunteers (D11d) set out the organisation’s approach to the confidentiality 
and disclosure of information relating to service users1. Their content is relevant to all staff 
throughout the organisation and to its volunteers. 
 
1.2 The intended outcome of these documents is that a service user’s information will be 
protected and treated confidentially. They complement and will be read alongside the data 
protection and subject access policy documents (A03). 
 
1.3 Disclosure of service user information: 
1.3.1 The confidentiality and disclosure policy documents apply in situations where a third-party 
individual or organisation seeks to obtain access to personal data (which is likely to contain 
confidential information) held by the organisation about a service user, termed ‘data sharing’ by 
the Information Commissioner’s Office (ICO). Guidance in relation to this type of processing can 
be found within the ICO’s Data Sharing Code of Practice. This is a statutory code and must be 
adhered to when making any disclosure of personal data to a third party. 
 
1.3.2 Where an individual (or a person acting on their behalf) wishes to see information the 
organisation holds on them (a subject access request), this is addressed in the data protection 
and subject access policy documents (A03).  
 
1.4 Where reference is made to ‘staff’ in this policy, it includes volunteers. 

                                            
1 The term ‘service user’ refers to parents and carers as well as to people of all ages with care and support needs. 

 

https://ico.org.uk/media/for-organisations/documents/1068/data_sharing_code_of_practice.pdf
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2.0 POLICY STATEMENT 
2.1 The organisation will treat information concerning its service users as confidential, will 
recognise their right to privacy and will ensure that confidential information is handled in such a 
way as to cause as little intrusion as possible on this right.   
 
2.2 Staff will be made aware that they have a duty of confidentiality to service users. They will 
treat all information with respect and in the best interests of the individual to whom it relates and 
will maintain confidentiality when handling it. 
 
3.0 TRUSTEE RESPONSIBILITIES 
3.1 Trustees are required to familiarise themselves with the content of the confidentiality and 
disclosure policy and to be aware of the associated procedure and guidance documents. The 
responsibility for having detailed knowledge of the procedure and guidance, and the monitoring 
of compliance to these documents within the organisation may be carried out by a nominated 
member of the board or delegated by them to an appropriate member of the management team. 
 
3.2 Trustees are personally responsible for ensuring that managers have safe and effective 
systems in place to meet the requirements listed below. 

 Staff work according to the confidentiality and disclosure policy, procedure and guidance. 

 There is compliance with relevant legislative obligations as listed in 4.1 below.  

 There is a person with authority to take informed decisions regarding confidentiality 
available at all times when staff are on duty.  

 Staff know who to contact with confidentiality issues and are given their contact details. 
 
4.0 LEGISLATION  
4.1 The organisation will seek to comply with: 

 Access to Health Records Act 1990 

 Human Rights Act 1998 

 Mental Capacity Act 2005 

 Protection of Freedoms Act 2012 

 Health and Social Care Act 2008 (Regulated Activities) Regulations 2014 

 Data Protection Act (2018)   

 General Data Protection Regulation (GDPR) 

 Regulated Services (Service providers & Responsible Individuals) (Wales) Regulations 
2017 

 
4.2 For useful links concerning confidentiality specific to health and social care, see Appendix 1. 
 
5.0 DISCLOSURE AND EXCEPTIONAL BREACHES OF CONFIDENTIALITY 
5.1 Staff will only be given access to a service user’s personal information if they require it to 
carry out their official duties. 
 
5.2 The information will only be disclosed to: 

 other people on a ‘need to know’ basis, in order for them to carry out their official duties 

 other agencies (for example health and social care services, the police) in line with local 
information-sharing agreements between them and the organisation.  

See accompanying procedure (D11b), Appendix 1 for full details. 
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5.3 Under normal circumstances, only designated managers will take the decision to disclose 
personal information to third parties, having first sought the permission of the person to whom it 
relates.  
 
5.4 There may, however, be situations where it is necessary for a staff member, acting in good 
faith, to breach2 confidentiality without obtaining the permission of the person concerned, for 
example to protect a service user or other person from risk of harm.  Further details are 
provided in the accompanying procedure, guidance for staff and guidance for volunteers. 

 
6.0 INAPPROPRIATE BREACHES OF CONFIDENTIALITY 
6.1 Inappropriate breaches of confidentiality may occur intentionally or by accident. It will be 
made clear to staff that failure to observe confidentiality may place people at risk.  It may also 
severely damage the reputation of both the organisation and Carers Trust.  The accompanying 
procedure details how inappropriate breaches of confidentiality will be dealt with.  
 
7.0 LEARNING AND DEVELOPMENT 
7.1 Managers are responsible for assessing the roles undertaken by: 

 staff not directly involved in the provision of care and support to people with care needs 

 volunteers within their organisation  
to determine the level of briefing / induction / training they require in relation to confidentiality 
and disclosure. 
 
7.2 For staff involved in the provision of regulated care and support services, general learning 
and development requirements relating to confidentiality and disclosure are contained in the 
learning and development policy documents (E13). 
 
8.0 ADOPTION 
8.1 To formally adopt this policy, the organisation’s board of trustees will document in the 
minutes of the appropriate board meeting its name and reference number and the date it was 
adopted. The minutes will be signed by the chair of the trustees on behalf of the board. 
 
 
APPENDIX 1  
Confidentiality in health and social care 
 
The following documents provide useful guidance in relation to legal disclosures, the law 
relating to confidentiality and the application of the Data Protection Principles in a health and 
social care setting: 

 The NHS Code of Practice on Confidentiality  

 Caldicott: Principles into Practice (Wales)  

 To Share or not to share: The Information Governance Review  

 The Caldicott Guardian Manual 2017 
 
 

                                            
2 A breach of confidentiality occurs when data or information given in confidence is disclosed to a third party without 
the consent of the person to whom the information relates. 

 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Confidentiality_-_NHS_Code_of_Practice.pdf
http://www.wales.nhs.uk/sites3/Documents/950/FOUNDATION%20%28CALDICOTT%29%20MANUAL%20NOVEMBER%2012%202012%20%28FINAL%29.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
http://static.ukcgc.uk/docs/AManualForCaldicottGuardians.pdf

