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D05b 

Confidentiality and disclosure procedure for 
managers 
This document is provided to Crossroads Care Hertfordshire North (now referred to as ‘the 
organisation’) as a Network Partner of Carers Trust. 
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1.0 SCOPE 
1.1 See policy (D11a) for details.  
 
1.2 In this document: 

 the term ‘service user’ includes parents, carers and people of all ages with care needs 

 the term ‘staff’ includes volunteers. 
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2.0 RESPONSIBILITIES OF MANAGERS 
2.1 Managers have a responsibility to promote a culture of professionalism in their workforce, 
ensuring staff are trained that the principles of confidentiality set out in this document regarding 
service users apply also to their colleagues and professionals from other agencies. 
 
2.2 Managers are required to have safe and effective systems in place to ensure staff: 

 observe the confidentiality and disclosure policy, procedure and guidance 

 are briefed and trained to handle the issues that confidentiality poses 

 are supported through supervision regarding confidentiality and disclosure 

 know who to contact about confidentiality issues and have the necessary contact details 

 are aware of the circumstances in which they are required to breach1 confidentiality and to 
inform their line manager / the person on call of their concerns. 

 
2.3 Managers need to ensure that a person with authority to take informed decisions about 
confidentiality (including in an emergency) is available at all times when staff are on duty.  
 
2.4 Managers are required to take charge of spontaneous disclosures or third-party requests for 
disclosure. They may delegate this duty, but remain responsible for overseeing the process. 
 
3.0 BASICS OF CONFIDENTIALITY 
3.1 Staff will be given only the information they need about a service user to carry out their 
official duties.  
  
3.2 It cannot be guaranteed that information given to one member of staff will be handled only 
by them, but the information will not be passed to anyone else unless that person has a 
legitimate “need to know”.  
 
3.3 If managers are asked to share information with other agencies (for example statutory 
authorities, funders), they will only do so on a need to know basis, in accordance with local 
information-sharing agreements, and as far as possible with the permission of the person 
concerned, unless exemptions apply as detailed in Appendix 1. 
 
3.4 Confidential information sent by post will be by recorded delivery and marked “strictly private 
and confidential”, for the attention of a named individual. 
 
4.0 ASSESSMENT AND REVIEW 
4.1 A care planner / assessor or equivalent will consult with prospective service users to 
determine their desired outcomes and needs before services commence.  They will: 

 retain, record and pass to allocated staff only information relevant to the individual's 
assessed requirements 

 enter only relevant information into the person’s supporting records (for example care 
and support plan).  

 

                                            
1 A breach of confidentiality occurs when data or information given in confidence is disclosed to a third party 

without the consent of the person to whom the information relates. 
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4.2 Likewise, staff who carry out reviews or re-assessments, make changes to services, or 
discuss service changes with other agencies (such as social services or local authorities), will 
record and communicate only information relevant for that purpose. 
 
5.0 SYSTEMS TO MAINTAIN CONFIDENTIALITY 
5.1 Managers will ensure robust office systems are in place to maintain confidentiality.  See 
data protection procedure (A03b) for details. 
 
5.2 Access rights to confidential information, including the handling of service user (and staff) 
files, will be reviewed regularly and with all changes of personnel. 
 
6.0 DISCLOSURE  
6.1 Under normal circumstances, only designated managers (for example the organisation’s 
data protection lead as set out in A03b) will decide whether to disclose service user information 
to third parties and will, where necessary, seek legal advice.  
 
6.2 Where a decision is taken to breach confidentiality, the disclosure must be made in 
accordance with the General Data Protection Regulation (GDPR), the Data Protection Act 2018 
(DPA) and the Human Rights Act.  
 
6.3 The nature and reasons for disclosure must be recorded. See Appendix 1 for details. 

 
7.0 GROUP SUPERVISION AND TRAINING SESSIONS 
7.1 When there is a need to discuss a service user in a group supervision or training session, 
the following precautions will be observed. The group facilitator will: 

 ensure the person’s identity is anonymised or concealed 

 ensure details about them are discussed respectfully and only if there is no other way of 
making a point or seeking advice  

 stop information being revealed if it is inappropriate or in breach of the GDPR / DPA 

 where necessary, offer one-to-one sessions as an alternative forum for discussion. 
 
7.2 Trainers or others producing material based on a particular service user will ensure that the 
person’s details have been sufficiently anonymised / altered to disguise their identity. 
 
8.0 INAPPROPRIATE BREACHES OF CONFIDENTIALITY  
8.1 Inappropriate breaches of confidentiality will be dealt with as detailed below. 
 

 If the person responsible for the inappropriate breach is an employee, the matter will be 
handled in accordance with the organisation’s disciplinary policy. 

 

 If the person responsible for the inappropriate breach is a volunteer, the matter will be 
handled in accordance with the organisation’s policy for dealing with inappropriate 
behaviour by a volunteer. 

 

 If the person responsible for the inappropriate breach is a trustee, the matter will be 
dealt with as set out in the organisation’s governing document.  

 
8.2 Managers need to ensure staff are aware that if they deliberately access information not 
falling within the remit of their role and without the authority of their line manager, they could be 

http://www.xrds.org.uk/dsweb/View/Collection-1923
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committing a criminal offence under data protection legislation, and if the file is on computer, 
they also risk committing a criminal offence under the Computer Misuse Act 1990. 

 
8.3 Managers will notify the organisation’s board of trustees if a breach of confidentiality occurs, 
ensuring details given are anonymised. 
 
9.0 LEARNING AND DEVELOPMENT  
9.1 Managers are responsible for assessing the roles undertaken by: 

 staff not directly involved in the provision of care and support to people with care needs 

 volunteers within their organisation  
to determine the level of briefing / induction / training they require in relation to confidentiality 
and disclosure. 
 
9.2 It is recommended that training includes: 

 a general overview of confidentiality   

 personal responsibilities relating to confidentiality 

 what information can and cannot be disclosed and to whom 

 disclosure exemptions 

 what constitutes a breach of confidentiality 

 data protection and subject access 

 compliance with the GDPR / DPA, including security requirements. 
 
9.3 In addition, for staff who are involved in the provision of regulated care and support 
services, general learning and development requirements relating to confidentiality and 
disclosure are contained in the learning and development policy documents (E13). 

 
10.0 ACCEPTANCE  
10.1 Managers, care planners and other staff members involved in the implementation of this 
procedure are required to evidence that they have received, read and understood its contents. 
Evidence required: 

 title and reference number of document 

 name and signature of staff member 

 job title 

 date. 
 

10.2 Responsibility for following this procedure rests with the individual staff member. Failure to 
do so may result in disciplinary proceedings. 
  

http://www.xrds.org.uk/dsweb/View/Collection-2090
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APPENDIX 1 - DISCLOSURE REQUESTS BY THIRD PARTIES 
1.0 Disclosures requested by statutory authorities and funding organisations 
Some statutory authorities and funders may require disclosure of information as part of their 
contractual agreement with the organisation. Unless the disclosures are mandated by legislation 
or by court order, any disclosure of personal data must be made in accordance with the grounds 
for lawful processing under GDPR (see A03b, Appendix 2).  The permission of the person 
concerned (or their parent / carer / person lawfully acting on their behalf if they lack capacity) will 
be obtained where possible2, unless there is a statutory basis for delivering the service.  Where 
consent is refused, any potential ‘knock-on’ effect of provision of service should be 
explained.   Such requests may be made for example by: 

 Social Services 

 local Health Authorities / Boards 

 Care Quality Commission (CQC) / Care Inspectorate Wales (CIW) 
These bodies are also bound by policies on data protection and confidentiality. 
 
Alternatively, where personal data is anonymised so that the information no longer constitutes 
personal data, disclosure may be made legitimately (see Information Commissioner’s Office 
Code on Anonymisation). 
 
2.0 Disclosures required by law (mandatory) 
Where a request for disclosure is made by a third party in accordance with a mandatory legal 
requirement or court order, this constitutes a legal ground for disclosure of personal data (as 
opposed to special categories of personal data)3 under GDPR. However, it is recommended 
that a senior staff member check that the authority quoted is sufficient for mandatory disclosure 
to be made without the consent of the individual concerned. If in doubt, seek legal advice.  
 
3.0 Disclosures made in accordance with legislation but which are not mandatory 
In certain circumstances, third parties may make a request for information pursuant to a 
statutory provision that allows them to do so (for example, under section 115 of the Crime and 
Disorder Act). Under such circumstances, where the disclosure is not mandatory in legal terms, 
and there is a discretion to disclose, any decision to disclose must be based upon the law 
relating to the common law duty of confidentiality and upon legal grounds within GDPR.  
 
4.0 Disclosures requested by the police 
Disclosures of personal data (relating to staff or service users, for example) to the police in 
response to a request relating to a criminal investigation or for the prevention or detection of 
crime are not mandatory unless a court order is produced or the disclosure is required pursuant 
to specific legislation. This type of disclosure carries with it the benefit of an exemption (under 
data protection legislation) which the organisation may wish to utilise in appropriate cases, in 
order to disclose the information requested. 
 
The exemption allows this type of disclosure to be exempt from many of the Data Protection 
Principles, including the requirement to notify the data subject of the disclosure. It can be used 
by the organisation where it genuinely believes that non-disclosure of the information requested 
would prejudice the prevention or detection of crime or the apprehension or prosecution of 
offenders. It may also be used where the organisation wishes to volunteer information to police.  
Legal advice may need to be sought before deciding to disclose in such cases. 

                                            
2 Organisations providing regulated care and support services, see  model forms BT10, CT10 
3 Definitions of personal data and special categories of personal data are provided in Appendix 1 of A03b 

http://www.xrds.org.uk/dsweb/View/Collection-1923
https://ico.org.uk/for-organisations/guide-to-data-protection/anonymisation/
http://www.xrds.org.uk/dsweb/View/Collection-627
http://www.xrds.org.uk/dsweb/View/Collection-649
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5.0 Disclosure requested by other third parties 
Any request, other than under legal mandate, for personal information about an individual from 
a third party, will be considered on a need-to-know basis. Where there is a legitimate need to 
know, information will only be disclosed in accordance with the law, and, in particular, GDPR / 
DPA and the Human Rights Act. 

 
Disclosure of personal data that is confidential in nature must be made in accordance with the 
common law duty of confidentiality which requires that disclosures of confidential information 
can only be made: 

 with the consent of the individual or 

 under legal mandate (legislation providing a mandatory requirement to disclose) or court 
    order or 

 when the ‘public interest’ test is met (namely, when the benefit to the public of disclosure 
outweighs the public good of maintaining trust in the confidentiality of services and the 
rights to privacy for the individual concerned). 

 
The following are some of the most pertinent grounds under GDPR in which personal data may 
be disclosed to a third party (the list is not exhaustive, see Appendix 4 in  A03b for full list): 

 consent of the person to whom the information relates 

 the disclosure is necessary in relation to a contract that the individual has entered into 
(this would allow the disclosure of information relating to the service user for purposes in 
connection with the provision of the service by the organisation) 

 the disclosure is necessary to protect the person’s ‘vital interests’ (for example, serious 
life-threatening situation / risk of serious harm). 

 
Where special categories of personal data are concerned: 

 disclosure can be made where the data subject has explicitly consented (for example 
signed a form) – informed consent is not sufficient 

 the disclosure is necessary to protect the vital interests of the person concerned or 
another person – although additional requirements apply 

 the disclosure is necessary for medical or health and social care purposes or pursuant to 
a contract with a health professional (this would cover clinical staff but may also include 
counsellors in some circumstances, providing there is a contractual duty of confidence in 
place). 

 
The following are examples of situations where exceptional breaches of confidentiality may 
have to be made (that is, without the consent of the individual concerned) otherwise than in 
accordance with a mandatory legal requirement. Note that disclosures in relation to 
safeguarding concerns (to protect children or adults from abuse or serious harm) may be made 
under statutory gateways. 

 To safeguard national security. 

 ‘Life or death’ situations – where there is risk of death to the individual concerned or 
another person if the information is not disclosed. 

 Likelihood of serious harm / injury to other individual(s) (but see note above regarding 
safeguarding concerns). 

 
Where information requested concerns an individual who, by reason of their age or infirmity, 
does not have the mental capacity to give consent to the disclosure of information, the request 
needs to be directed to that person’s representative, for example the person with parental 

http://www.xrds.org.uk/dsweb/View/Collection-1923
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responsibility4, carer, advocate, Attorney (acting under a Power of Attorney), Deputy (appointed 
under a Court of Protection Order) or other appointee with legal authority to act on their behalf.  

 
All formal requests for information from a third party need to be made in writing, using an 
appropriate disclosure form (see model form AT20b). Where necessary, the request will state 
the specific legal power under which it is made and the authority of the person making the 
request to exercise that power. 
 
In accordance with the fairness provisions of Principle1 of the GDPR, the organisation will 
normally inform the individual concerned that the disclosure has been, or is about to be made, 
unless an applicable exemption under GDPR should be applied (for example where notifying an 
individual would compromise a criminal investigation). 

 
 

                                            
4 ‘Parent / person with parental responsibility’ as defined in Section 2 of the Children Act 1989: 

 Having parental responsibility is legally distinct from being recognised as a child’s mother or father. 

 Parental responsibility means all the rights, duties, powers, responsibilities and authority which by law a 
parent of a child has in relation to the child and their property. 

The term ‘parent’ does not include professional support staff or carers (unless they are also the parent / person 
with parental responsibility). 

http://www.xrds.org.uk/dsweb/View/Collection-2626

